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3. Business Area
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4. Customers & Partners
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1. Differentiated Technology (1)
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2. Competitive Products & Services (1)
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2. Competitive Products & Services (2)
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Constructs an environment where software
is developed faster and at a lower cost.

Reduces the high cost of

<N
QA
Reduces quality assurance cost pﬂmw = late detection of fatal flaws

Increases productivity with easy and
intuitive error detection interface
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2. Competitive Products & Services (4)
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3. "Freative” (Free & Creative) Culture of Fasoo ___
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Challengers Leaders
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SPARROW on Every Developer’s Desktop
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2. Fasoo Enterprise DRM
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3. New Security Model




securitv in a changing world
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New

Challenges!

==n
X
Mobile Virtualization
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New

Challenges!

Cloud
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Worldwide IT spending
on Cloud computing

56 billion USD (65Z#)
= 9.3% of total IT spending
= 25% annual growth

1/3 of Budget for Cloud by 2016

30% of Fortune 1000 deploy system
in the cloud by 2015

IDC 2012 March / CDW 2011 Cloud Computing Tracking Poll / Gatepoint Research and
commissioned by Sciencelogic
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More choice More
over their devices security
and applications and control
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New Security Model
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Information Gentric Security

Smart Security
Endpoint Security
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Information Governance

Overcome Limitations of Security Silos

Fasoo



CLOUD A

CORPORATE CLOUD /
DATA CENTER

Internet

CLOUD B
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Persistent Protection
Permission Control

Fasoo



Monitoring

~ Analyzing

Identifying

Fasoo



Secure Collaboration

Securely Sync and Share Files
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Storage Cloud Services - Trend

g

Services from Big Companies : Apple iCloud, MS SkyDrive ...
Independent Services : Dropbox, Box, SugarSync ...

Services in Korea : Daum Cloud, KT uCloud
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2007
2008
2008.10
2011.10
2012.02
2012.03

" =
-, - W
II |_|-:_I.fl.-,'\'\l l,..l-\""-, ~ "‘\.I . ,-\-\-‘\:'-";__r'
¥, |g'.| I U PA
¥ B Y e N S SR

2| At & Drew Houston (MIT Student)

Z|Z& X|Z Launching (TechCrunch 50 Conference)
1X} Funding $7.5M (Sequoia, Accel)

2Xt Funding $257M

Cove QIZ=(Business Collaboration X|Z X|Zt3| AL

X SE# = 1008 =1}

Fasoo



The Growth of Dropbox

2008 2009 2010 2011 2012

Other
Services




Storage Cloud Services - Benefits

Simple Service - Just Install and use

No limit in region — Sync Anywhere

Productivity — Easy to Share files

Peace in Mind — Automatic Backup / Old Version

'
Secu rlty

Fasoo



Risks of Consumer File Sharing and File
Synchronization

Consumear fila sharmo and file svmrchromrzation sernadces nnee these ks for 1T

security

Data

Users
outsic
of cor
Loss
Users
folder
even

Secu
Secur
hacke
Dropk
of tho
idea b
Archi
Servi
that ¢
exan
attack
Comyj
Users
the af
depar
such .
wviolate
health
patier

Dropbox Lied to Users About Data Security,

Complaint to FTC Alleges

By Ryan Singel = ''-
3 Follow
rhlike &) send

Am mEAd

Dropbox: Convenient?
Absolutely, but is it secure?

;\l_

By Michael K
June 13, 201

hugely pop!
Some statisf
= Currenth

- Dropbox

= Onany ¢
Dropbox

Mot bad for

Sorry, Dropbox, I still don't trust you

Ed Bott 28, :

Summary: Last summer, I deleted my Dropbox account after the company admitted to a
horrifying security breach. This week, I reluctantly opened a new Dropbox account. Within
minutes, I received a message from Dropbox suggesting that their back-end processes are still
problematic. Here’s why I'm concerned.

See update at end of post with comment from Dropbox support.

Last summer, I deleted my Dropbox account. That wasn't something I did in anger or in haste.
Instead, it was the result of a series of security failures that led me, finally, to lose my trust in
Dropbox.

In that June outage, a Dropbox code update caused the security underlying the entire cloud-
based file storage system to break down. For at least four hours, anyone could log into any
Dropbox account using any password. Some accounts were compromised. Dropbox says the
number was “fewer than a hundred,” but there’s no way to fact-check that statement.

This week, reluctantly, I created a new Dropbox account. My teammates in a new work project
are using it for its convenience, and I can't afford not to be a team player.




Secure Way to Collaboration

Desktop

Dropbox Desktop

Dropbox

.
| ﬁ ‘ .

Lame)

Secure Wrap Policy
Manager

Usage Tracer

Secure wrap Client-Packager

__________________ l j” \ a.
Fasoo-




Mobile Security

Keep Control of Data on the Go

Fasoo



*/The world’s mobile workforce passed
one billion in 2011

\/41% of workers use personal
mobile devices for business
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web Disk

. File Sync
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DRM encryption
Authentication
Permission Control
Screen Watermark
Remote discard

Usage Monitoring
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Peripheral Security

Secure Displayed, Printed and Scanned Information

Fasoo
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Secured Scanning
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Digital Watermark

Watermark Printing Pull Printing
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Information Governance
Secure Collaboration
Mobile Security

Peripheral Security
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4. New Businesses and Solutions
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1MCH 7|= : Y& S (Parsing)

= Compilero0f| L{%

2MIt] 7|& : 7% HZ (Syntactic Analysis)
Z2 O 5 A| X|70f 8H= T 9ut 3ol
= 24 Al MAbE X5t/ oI ESIX| f2 T2
T2 Qo] X &M
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AlRO|AT 7l A=

ATZ2E YMTHS AIHE HHEM J|SS MR510], ST TR WES ASsH 2 0l Yool AR
O{ZE 710|= 4374 B2 XIYBILICH

try {

String user = input.getUserName(); Str!ng User = mput._getUserName();

String password = input.getPassword(); String password = input.getPassword();

String query = “SELECT * FROM ‘Users’ WHERE [l String query = "SELECT * FROM "Users’ WHERE
Name=“ + user + “ AND Name=? AND Password="? ;
Password=" + password: stmt = con.prepareStatement(query);

stmt = con.prepareStatement(query); stmt.setString(1,user); _
rs = stmt.executeQuery(): stmt.setString(2,password);

} catch (SQLException sqle) { ... } rs = stmt.executeQuery(),
} catch (SQLException sgle) { ... }

try {
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i { j’// _________________

i module_011Structure __ strct; o PFM, TR\(&__________E?HCU)’

i module_011Structure *strct = &_strct; .~ : ) rur ,RC NRM:

i bzero(strct, sizeof(module_ OllStructure)), ' rEMAN R ’

i - static long (module_011Structure *strct)

i strct->input = input; /// { - .

| strct->output = output; I{ong rc = RCNRM;

L PFM_TRYNJ(pfmDICall("module_001'¢"sub_proc’, &strct-

: PEM TRY(Fﬁ—a—nn proZ(Eﬂct)) ->inputModule. QOl._&S.tECL?_QUID.UIMQduLe 0, AN |

| ) e i long mpfmVarrayAppend(PfmVarray x'thar *elem, int size) { x-

{  return RC_LNRM; = Memory Leak 2 || >data = (char *)malloc(size);

| PFM_CATCH: | return 0L} 7\

i } return rg; static long sub prop(module OOlS‘cructure *strct)

i_ _________________________________________________________ { ','l '/'

:EmearrayAppend(O_L_JIPUT >some_list, &somemore);
S

*Q 20| 2ol =M : main_proc &+E SE > main_proce data_ingE & > data_inge sub_procE S E > sub_proce mpfmVarrayAppend
£ =35t mpfmVarrayAppend= mallocE 0| 23510 SXM 2 E HE [ HR2E| S2F S|HE 51X 20} Leak LA ]

static long main_proc(module_011Structure *strct)

1

1

1

1

1 e
1 Ra

1 -

1

1

1

lopg“rc = RC_NRM,;
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public class TESTEx2 {
// Null Dereference example
public String callChain1() {
return null; -> callChainl() &=+ null £ return

}

public String callChain2() {
String x = callChainl();
return x; -> callChain2() €+ callChainl & €©&tst x& return

}

public String callChain3() {
String y = callChain2();

return y; -> callChain3() &4 callChain2 & &2dt yE return

}

public int foo(int var) {

String zoohome = callChain3(); -> zoohomeo]| callChain3 &t
String skyhome= null;
if (var !'= 0) {
zoohome = "asdf";
} else {

skyhome = "zxcv";

}

- M
z00home.toLowerCase(): > zoohomeZ 2 A| Null Dereference

return O;

76
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More than 10MLoC
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Secure Collaboration
with DigitalQuick






Dropbox

i . Basecamp SugarSyne‘
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Year 2012 Users Revenue

Dropbox 8% ot $ 59
Box 1.5K 0t $ 3A

SugarSync 2K 9t $ 2o




Registered Users(Millions)

2009 2010 2011 2012

2011 | MM ALK S 4% Q2 AF2XL EE : oF 200 PHE
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